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No. M:06-cv-01791-VRW GOVERNMENT DEFENDANTS’NOTICE OF RENEWED MOTION TODISMISS AND FOR SUMMARYJUDGMENT AND MEMORANDUMIN SUPPORT Date: December 15, 2009Time: 10:00 a.m.Courtroom: 6, 17  FloorthChief Judge Vaughn R. WalkerPLEASE TAKE NOTICE that on December 15, 2009, at 10:00 a.m., in Courtroom 6, 17thFloor, before Chief Judge Vaughn R. Walker, the Government Defendants sued in their officialcapacity (the United States of America; Barack Obama, President of the United States; Keith B.Alexander, Director of the National Security Agency; and Eric Holder, Attorney General of the
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United States)  will move to dismiss certain claims in the plaintiffs’ Amended Complaint1pursuant to Rule 12(b)(1) of the Federal Rules of Civil Procedure, and will seek  summaryjudgment as to any remaining claims pursuant to Rule 56 of the Federal Rules of CivilProcedure.   2The grounds for these motions are as follows: (1) plaintiffs’ statutory claims against theUnited States and Government Defendants sued in their official capacity, brought pursuant to 50U.S.C. § 1810, 18 U.S.C. § 2520, and 18 U.S.C. §  2707(c) (see Dkt. 284 in MDL 06-cv-1791-VRW), should be dismissed for lack of subject matter jurisdiction pursuant to Rule 12(b)(1) ofthe Federal Rules of Civil Procedure on the ground that Congress has not waived the sovereignimmunity of the United States for any claim for relief pursuant to these statutory causes of action; and (2) summary judgment should be entered for the United States and the GovernmentDefendants sued in their official capacity with respect to all of plaintiffs’ claims against alldefendants (including any statutory claim against the Government Defendants not otherwisedismissed for lack of jurisdiction and any claim against any personal capacity defendant) on theground that information necessary to litigate all of plaintiffs’ claims against all defendants isproperly subject to, and excluded from use in this case by, the state secrets privilege and relatedstatutory privileges raised by the Director of National Intelligence and the Director of theNational Security Agency.  The grounds for this motion are set forth further in the accompanying (i) Memorandum ofPoints and Authorities in Support of the Government Defendants’ Motion to Dismiss and for
 Pursuant to Rule 25(d) of the Federal Rules of Civil Procedure, President Obama and1Attorney General Holder are substituted in their official capacities as defendants.   On May 25, 2007, the Government Defendants filed a motion seeking dismissal or2summary judgment in their favor based on the Government’s assertion of the state secrets and relatedstatutory privileges.  (See Dkt. 295 in MDL 06-cv-1791-VRW).  By Order dated March 31, 2008,the Court administratively terminated the Government’s motion after the U.S. Court of Appeals forthe Ninth Circuit withdrew from submission a pending appeal in Hepting v. AT&T, 439 F. Supp. 2d974 (N.D. Cal. 2006), but granted the Government leave to “petition the court to reopen thesemotions if the circumstances warrant.”  (See Dkt. 438 in MDL 06-cv-1791-VRW).  After a casemanagement conference on September 9, 2009, the Court granted the Government leave to renewits dispositive motions in this action.  (See Dkt. 31). Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 2
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Summary Judgment; (ii) Ex.1, Public Declaration of Dennis C. Blair, Director of NationalIntelligence (hereafter “Public DNI Decl.”); and (iii) Ex.2, Public Declaration of LieutenantGeneral Keith B. Alexander, Director, National Security Agency (hereafter “Public NSA Decl.”). Additional grounds for these motions are also set forth in the (iv) Classified Declaration ofDennis C. Blair, Director of National Intelligence; (v) Classified Declaration of LieutenantGeneral Keith B. Alexander, Director, National Security Agency; and (vi) SupplementalClassified Memorandum of Points and Authorities in Support of the Government Defendants’Motion to Dismiss and for Summary Judgment.  These classified materials have been lodgedwith court security officers and are available upon request solely for the Court’s in camera and exparte review.
Date: October 30, 2009 Respectfully Submitted,BETH S. BRINKMANNDeputy Assistant Attorney GeneralDOUGLAS N. LETTERTerrorism Litigation CounselJOSEPH H. HUNTDirector, Federal Programs BranchVINCENT M. GARVEYDeputy Branch Director   s/ Anthony J. Coppolino                    ANTHONY J. COPPOLINOSpecial Litigation Counsel s/ Marcia Berman                               MARCIA BERMANSenior Trial Counsel  s/ Paul E. Ahern                                     PAUL E. AHERNTrial AttorneyU.S. Department of JusticeCivil Division, Federal Programs Branch20 Massachusetts Avenue, NW, Rm. 6102Washington, D.C. 20001Phone: (202) 514-4782Fax: (202) 616-8460Email: tony.coppolino@usdoj.govAttorneys for the Government Defendants
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INTRODUCTIONPlaintiffs in this action allege that the National Security Agency (“NSA”), pursuant to apresidential authorization after the terrorist attacks of September 11, 2001, has engaged in analleged “dragnet” of warrantless surveillance that targets “virtually every telephone, internetand/or email communication that has been sent from or received within the United States since2001”—a “secret program to spy upon millions of innocent Americans.”  Amended Complaint¶¶ 1-4 (Dkt. 284 in MDL 06-cv-1791-VRW) (“Am. Compl.”).  Plaintiffs are four individualswho reside in Brooklyn, New York, and their claims are based on allegations made in aDecember 2005 story in The New York Times, as well as on public statements made by then-President Bush.  See Am. Compl. ¶ 50.  At the time, President Bush indicated that he hadauthorized the NSA to conduct a surveillance program (subsequently referred to as the TerroristSurveillance Program or “TSP”) directed at “one-end” international communications to or fromthe United States as to which reasonable grounds existed to believe that one of the communicantswas a member of al-Qaeda or an affiliated group.  See Hepting v. AT&T, 439 F. Supp. 2d 974,987 (N.D. Cal. 2006).  Plaintiffs do not contend that they communicate with individuals who may be members ofagents of al-Qaeda and, thus, that they may be subject to TSP surveillance.   Rather, they posit a3highly speculative allegation of a surveillance “dragnet” that goes well beyond the TSP’sacknowledged parameters and allege, inter alia, that the NSA monitors the content of “millions”of communications, including purely domestic and international telephone and Internetcommunications, and then analyzes that information through key word searches.  See, e.g., Am.Compl. ¶¶ 59-62.  Plaintiffs claim they are personally subject to this alleged dragnet surveillanceon the ground that they regularly make phone calls and send emails both within and outside theUnited States, specifically to the United Kingdom, France, Italy, Egypt, the Netherlands, andNorway.  See id.  ¶¶ 5-8, 87.  
 As the Government previously advised the Court, the TSP was supplanted by orders of the3Foreign Intelligence Surveillance Court in January 2007 and subsequently was not re-authorized. (See Dkt. 127 in MDL 06-cv-1791-VRW).  Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW)
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Based on these allegations, plaintiffs bring a four-count amended complaint against theUnited States as well as current (and former) Government officials claiming that the allegedactions violate several statutory provisions, including the Foreign Intelligence Surveillance Act(“FISA”), 50 U.S.C. § 1810, the Wiretap Act, as amended by the Electronic CommunicationsPrivacy Act (“ECPA”), 18 U.S.C. § 2520, and the Stored Communication Act (“SCA”), 18U.S.C. § 2707, as well as the Fourth Amendment.  See Am. Compl. ¶¶ 97-112.  Plaintiffs seekdeclaratory and injunctive relief, as well as damages. See id.; see also id. at 24.  As a threshold matter, pursuant to Rule 12(b)(1) of the Federal Rules of Civil Procedure,the Court should dismiss plaintiffs’ statutory claims against the United States and GovernmentDefendants sued in their official capacity for lack of jurisdiction on the ground that Congress hasnot waived the sovereign immunity of the United States to authorize claims for relief under theprovisions on which plaintiffs rely.  But beyond this, plaintiffs’ claims could not proceed in anyevent because litigation of their allegations would risk or require the disclosure of informationthat is properly subject to the state secrets privilege and related statutory privileges asserted inthis action by the Director of National Intelligence (“DNI”) and the Director of the NSA.  Thislawsuit squarely puts at issue whether and to what extent the Government has utilized certainintelligence sources and methods after the 9/11 attacks to detect and prevent further terroristattacks.  The “dragnet” allegations made by the Shubert plaintiffs are similar to those asserted inJewel v. NSA, No. 09-cv-4373-VRW, and, as in Jewel, the DNI and the NSA have againdemonstrated that the disclosure of the evidence necessary to address these allegations wouldcause exceptionally grave harm to national security and, therefore, that the privileged informationmust be excluded from this case.   In addition, because disclosure of the privileged informationwould be necessary for plaintiffs to establish their standing and to litigate any claim in anyfurther proceedings, the Court should grant summary judgment for the United States andGovernment Defendants as to all claims against all parties.  Fed. R. Civ. P. 56. 

Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 2
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ARGUMENTI. PLAINTIFFS’ STATUTORY CLAIMS SHOULD BE DISMISSED FOR LACK OFJURISDICTION.Before reaching the Government’s state secrets privilege assertion, a thresholdjurisdictional issue should be addressed.  In addition to bringing a Fourth Amendment challenge,plaintiffs seek damages against the United States under three statutory provisions: the FISA, 50U.S.C. § 1810, the Wiretap Act, 18 U.S.C. § 2520, and the SCA, 18 U.S.C. § 2707 (Counts I-III). It is axiomatic, however, that “‘[a]bsent a waiver, sovereign immunity shields the FederalGovernment and its agencies from suit.’” Dep’t of the Army v. Blue Fox, Inc., 525 U.S. 255, 260(1999) (quoting F.D.I.C. v. Meyer, 510 U.S. 471, 475 (1994)).  The plaintiffs bear the burden ofestablishing such a waiver, see Prescott v. United States, 973 F.2d 696, 701 (9th Cir. 1992),which must be explicitly and unequivocally expressed in statutory text, see Lane v. Pena, 518U.S. 187, 192 (1996); Sigman v. United States, 217 F.3d 785, 792 (9th Cir. 2000).  This Courtmust “strictly construe[]” any purported waiver “in favor of the sovereign,” Blue Fox, 525 U.S. at261, and a statute does not constitute the necessary explicit waiver of sovereign immunity if itwill bear any “plausible” alternative interpretation, see United States v. Nordic Village, Inc., 503U.S. 30, 33-37 (1992).  Here, plaintiffs can establish no waiver of sovereign immunity for theirstatutory claims. First, Congress has expressly barred suits against the United States for damages andequitable relief under Section 2520 of the Wiretap Act and Section 2707 of the SCA, in bothcases by permitting relief against only a “person or entity other than the United States.”  18U.S.C. § 2520(a) (emphasis added); see 18 U.S.C. § 2707(a).  A waiver of sovereign immunitymust be explicit and unequivocal, but in this case the preservation of sovereign immunity isabsolutely clear, and the plaintiffs’ claims under Sections 2520 and 2707 are barred.4

  Plaintiffs here do not invoke Title 18, U.S. Code, Section 2712, as the source for any4purported waiver of sovereign immunity with respect to claims brought under Sections 2520 and2707, and that Section requires exhaustion of administrative remedies prior to the commencementof suit.  18 U.S.C. § 2712(b); id. § 2675.  Unlike the plaintiffs in Jewel, plaintiffs do not appear tohave fulfilled any of the administrative prerequisites for bringing a claim under Section 2712, id. §2675, and such a claim would therefore be barred even if it had been invoked by plaintiffs.  (See Dkt.(continued...)Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 3
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Second, the Government continues to contend that Section 1810 of the FISA does notwaive sovereign immunity to permit damages claims against the United States.  We recognizethat the Court has found an “[i]mplicit” waiver of sovereign immunity under Section 1810, seeAl-Haramain Islamic Found., Inc. v. Bush, 564 F. Supp. 2d 1109, 1124-25 (N.D. Cal. 2008), andrespectfully reserve our position to the contrary in this case.  We note again only that Congressexpressly authorized actions for damages “against the United States” as to specific violations ofthe FISA, see, e.g., 18 U.S.C.§ 2712—but not as to alleged violations of Section 1810.  Withoutsuch an express waiver, plaintiffs’ FISA claim, like their other statutory claims, may notproceed.5II. INFORMATION SUBJECT TO THE GOVERNMENT’S STATE SECRETSPRIVILEGE ASSERTION (AND RELATED STATUTORY PRIVILEGEASSERTIONS) SHOULD BE EXCLUDED FROM THIS CASE.  Apart from the threshold jurisdictional issue outlined above, litigation of plaintiffs’claims (including any claim that survives dismissal under Rule 12) would risk or requiredisclosure of information properly protected by the state secrets privilege and related statutoryprivileges.  Plaintiffs clearly seek disclosure of whether and to what extent the Government mayhave used certain intelligence sources and methods after 9/11 to detect and prevent furtherattacks.  Moreover, plaintiffs seek disclosure of whether any of the alleged activities, if theyexist, are ongoing.  As set forth herein, the Director of National Intelligence, supported by theDirector of the NSA, has properly asserted privilege to protect such information from disclosureto prevent exceptionally grave harm to national security, and this information should therefore beexcluded from further proceedings. 

(...continued)41 ¶ 19 in No. 08-cv-4373-VRW).  In any event, Section 2712 does not provide for a waiver ofsovereign immunity either, for reasons described in the Government dispositive motion in the Jewelaction. (See Dkt. 18 at 3-6 in No. 08-cv-4373-VRW).   The Government briefed this sovereign immunity issue in the Al-Haramain action and5hereby incorporates its prior arguments.  (See Dkt. 17 at 8-12 and Dkt. 29 at 4-8 in No. 07-cv-109-VRW).Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 4
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  A. The State Secrets Privilege Bars the Use of Privileged Information inLitigation.“The state secrets privilege is a common law evidentiary privilege that permits thegovernment to bar the disclosure of information if ‘there is a reasonable danger’ that disclosurewill ‘expose military matters which, in the interests of national security, should not bedivulged.’” Al-Haramain Islamic Found. v. Bush, 507 F.3d 1190, 1196 (9th Cir. 2007) (quotingUnited States v. Reynolds, 345 U.S. 1, 10 (1953)).  The ability of the Executive to protect statesecrets from disclosure in litigation has been recognized from the earliest days of the Republic.Totten v. United States, 92 U.S. 105 (1875) (citing the proceedings against Aaron Burr, UnitedStates v. Burr, 25 F. Cas. 30 (C.C.D. Va. 1807)); see Reynolds, 345 U.S. at 7-9; Al-Haramain,507 F.3d at 1196-97; Kasza v. Browner, 133 F.3d 1159, 1165-66 (9th Cir. 1998); see alsoHepting, 439 F. Supp. 2d at 980-81.   The privilege protects a broad range of information, but6especially the “disclosure of intelligence-gathering methods or capabilities.”  See Ellsberg v.Mitchell, 709 F.2d 51, 57 (D.C. Cir. 1983) (footnotes omitted); accord Al-Haramain, 507 F.3d1202-03 (holding that state secrets privilege precludes disclosure of whether plaintiffs weresubject to foreign intelligence surveillance);  see also Halkin v. Helms (Halkin II), 690 F.2d 977,7990 (D.C. Cir. 1982) (holding that state secrets privilege protects intelligence source andmethods involved in NSA surveillance).  The privilege also protects information that on its facemay appear innocuous, but which, when placed in a larger context, could reveal sensitiveclassified information.  Kasza, 133 F.3d at 1166.  An assertion of the state secrets privilege “must be accorded the ‘utmost deference’ and
  The privilege also has a firm foundation in the President’s authority under Article II of the6Constitution to protect national security information.  See Dept. of the Navy v. Egan, 484 U.S. 518,527 (1988); see also United States v. Nixon, 418 U.S. 683, 710-11 (1974) (citing Reynolds andrecognizing the President’s constitutional authority to protect national security information); El-Masri v. United States, 479 F.3d 296, 304 (4th Cir. 2007) (citing Reynolds and Nixon).  The Government recognizes that the Ninth Circuit remanded the case in Al-Haramain for7this Court to consider whether the Foreign Intelligence Surveillance Act preempts the state secretsprivilege, 507 F.3d at 1205-06, and that this Court subsequently ruled that the privilege is sopreempted, Al-Haramain, 564 F. Supp. 2d at 1115-125.  As set forth below, the Governmentexpressly preserves its position in this case that the FISA does not preempt the state secrets privilegeor other statutory privileges.Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 5
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the court’s review of the claim of privilege is narrow.” Kasza, 133 F.3d at 1166; see also Al-Haramain, 507 F.3d at 1203 (“[W]e acknowledge the need to defer to the Executive on mattersof foreign policy and national security and surely cannot legitimately find ourselves secondguessing the Executive in this arena.”); see also CIA v. Sims, 471 U.S. 159, 180 (1985) (“[I]t isthe responsibility of the [Director of National Intelligence], not that of the judiciary, to weigh thevariety of complex and subtle factors in determining whether disclosure of information may leadto an unacceptable risk of compromising the . . . intelligence-gathering process.”); Halkin v.Helms (Halkin I), 598 F.2d 1, 9 (D.C. Cir. 1978) (“‘[C]ourts, of course, are ill-equipped tobecome sufficiently steeped in foreign intelligence matters to serve effectively in the review ofsecrecy classifications in that area.’”) (quoting United States v. Marchetti, 466 F.2d 1309, 1318(4th Cir. 1972)).  Once properly invoked, the sole determination for the court is whether, “underthe particular circumstances of the case, ‘there is a reasonable danger that compulsion of theevidence will expose military matters which, in the interest of national security, should not bedivulged.’” Kasza, 133 F.3d at 1166 (quoting Reynolds, 345 U.S. at 10).   The focal point of8judicial review is whether the Government has identified the harm to national security atstake—not the court’s own assessment of whether information is a secret or the harm that would
  Under an administrative policy announced on September 23, 2009, the U.S. Department8of Justice will defend an assertion of the state secrets privilege in litigation when a governmentdepartment or agency seeking to assert the privilege makes a sufficient showing that assertion of theprivilege is necessary to protect information the unauthorized disclosure of which reasonably couldbe expected to cause significant harm to the national security or foreign relations of the UnitedStates.  See Ex.3 § 1.A.  In addition, the policy allows invocation of the privilege “only to the extentnecessary to protect against the risk of significant harm to national security,” and the Department willmove “to dismiss a litigant’s claim or case on the basis of the state secrets privilege only when doingso is necessary to protect against the risk of significant harm to national security.”  Id. § 1.B.  Section1.C of the Department’s policy places further limitations on the Government’s defense of a statesecrets privilege assertion, for example, by prohibiting such invocations for the purpose ofconcealing violations of the law or to prevent embarrassment to the Government.  Id. § 1.C.  As setforth below, the DNI’s state secrets privilege assertion in this case satisfies the standard of Section1.A by finding that disclosure of the information at issue here reasonably could be expected to causenot only significant but exceptionally grave harm to the national security of the United States.  SeePublic DNI Decl. ¶ 3.  The DNI’s privilege assertion has been reviewed within the Department ofJustice and approved by the Attorney General, pursuant to Sections 3 and 4 of the new Departmentpolicy.  That review determined that the DNI’s assertion satisfied all of the standards required fora defense of the state secrets privilege according to Section 1 of the Attorney General’s policy. Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 6

Case3:07-cv-00693-VRW   Document38    Filed10/30/09   Page14 of 32



12345678910111213141516171819202122232425262728

result from disclosure.  See Al-Haramain, 507 F.3d at 1203 (“[J]udicial intuition . . . is nosubstitute for documented risks and threats posed by the potential disclosure of national securityinformation.”).  Moreover, in assessing whether to uphold a claim of privilege, the court does not balancethe respective needs of the parties for the information.  Rather, “[o]nce the privilege is properlyinvoked and the court is satisfied as to the danger of divulging state secrets, the privilege isabsolute” and cannot be overcome by even the most compelling need in the litigation.  Kasza,133 F.3d at 1166; see Reynolds, 345 U.S. at 11 (“[E]ven the most compelling necessity cannotovercome the claim of privilege if the court is ultimately satisfied that military secrets are atstake.”); see also Ellsberg, 709 F.2d at 57.B. The United States Has Properly Asserted the State Secrets Privilege Here.The United States has properly asserted and supported its invocation of the privilege here. First, “[t]here must be a formal claim of privilege, lodged by the head of the department whichhas control over the matter, after actual personal consideration by that officer.” Reynolds, 345U.S. at 7-8 (footnotes omitted).  In this case, the DNI, who is head of the United StatesIntelligence Community, see 50 U.S.C. § 403 (b)(1); Al-Haramain, 507 F.3d at 1202 n.6, hasformally asserted the state secrets privilege after personal consideration of the matter.  See Publicand Classified In Camera, Ex Parte Declarations of Dennis C. Blair, Director of NationalIntelligence.   9Second, the Court “must determine whether the circumstances are appropriate for theclaim of privilege, and yet do so without forcing a disclosure of the very thing the privilege isdesigned to protect.”  Reynolds, 345 U.S. at 8 (footnote omitted).  Here, the Government hasamply demonstrated that there is a reasonable danger that disclosure of the privilegedinformation would cause exceptionally grave harm to national security.  Plaintiffs’ allegationsimplicate several facts at the heart of the Government’s privilege assertion, risking that
  Admiral Blair’s assertion of the privilege is supported by the Public and Classified In9Camera, Ex Parte Declarations of Lieutenant General Keith B. Alexander, Director of the NationalSecurity Agency.  The classified declarations are submitted solely for the Court’s in camera and exparte review.Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 7
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“disclosure of the very thing the privilege is designed to protect.”  For example, plaintiffs allegethat they have been personally subject to alleged NSA intelligence activities.  See, e.g., Am.Compl. ¶¶ 5-8.  But the DNI has explained that the disclosure of information concerning whetheror not these plaintiffs have been subject to alleged NSA intelligence activity would inherentlyreveal NSA intelligence sources and methods—the core matters the privilege is designed toprotect.  See Ellsberg, 709 F.2d at 57; Halkin II, 690 F.2d at 990.  Whether specific individualswere targets of alleged NSA activities would either reveal who is subject to investigativeinterest—helping that person to evade surveillance—or who is not—thereby revealing the scopeof intelligence activities as well as the existence of secure channels for enemies of the UnitedStates to shield their communication.  See Public DNI Decl. ¶ 13; Public NSA Decl. ¶¶ 16-17.Moreover, plaintiffs allege that they have been subject to a dragnet on the content of theircommunications as part of an alleged presidentially-authorized program after the 9/11 attacks.See, e.g., Am. Compl. ¶ 2.  But the facts necessary to litigate these allegations are also properlyexcluded by the DNI’s privilege assertion.  The DNI has explained that, as the Government haspreviously acknowledged, the NSA’s collection of the content  of communications under the10now inoperative TSP was directed at international communications in which a participant wasreasonably believed to be associated with al-Qaeda or an affiliated terrorist organization, and thusplaintiffs’ allegation that the NSA has indiscriminately collected the content of millions ofcommunications sent or received by people inside the United States after 9/11 under the TSP isfalse.  See Public DNI ¶ 15; see also Public NSA Decl. ¶ 19.  But attempting to demonstrate thatthe TSP was not the content dragnet plaintiffs allege, or that the NSA has not otherwise engagedin the alleged content dragnet, would require the disclosure of highly classified NSA intelligencesources and methods about the TSP and other NSA activities.  See Public DNI Decl. ¶ 15; seealso Public NSA Decl. ¶ 19.11

  The term “content” is used here and by the DNI to refer to the substance, meaning or10purport of a communication, as defined in Title 18, U.S. Code, § 2510(8).  See Public DNI Decl. ¶ 14 n.1.   Plaintiffs’ allegations appear to encompass only the alleged interception of the “content”11 (continued...)Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 8
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Plaintiffs also assert that the NSA’s alleged activities are assisted by telecommunicationscompanies.  See, e.g., Am. Compl. ¶¶ 5-8, 70.  The DNI again has demonstrated that disclosureof whether the NSA has had an intelligence relationship with private companies would also causeexceptional harm to national security by, among other things, revealing to foreign adversaries thechannels of communication that may or may not be secure.  See Public DNI Decl. ¶ 17; PublicNSA Decl. ¶ 21.In sum, the DNI’s state secrets privilege assertion is amply supported and clearlydemonstrates there is a reasonable danger that disclosure of the privileged information wouldcause exceptionally grave harm to national security.  The privilege assertion should therefore beupheld and the information described by the DNI and NSA Director should be excluded fromfurther proceedings in this case.C. The DNI and NSA Director Have Properly Raised Statutory Privileges toExclude Information Concerning Intelligence Sources and Methods FromThis Case.In addition to the DNI’s assertion of the state secrets privilege, both the DNI and theDirector of the NSA have asserted statutory privileges to protect the privileged information atissue in this case.  These statutory protections underscore that the exclusion of the privilegedinformation at issue is not only supported by the judgment of the Executive branch, but pursuantto congressional authority as well.  Cf. Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579,635 (1952) (Jackson, J., concurring) (“When the President acts pursuant to an express or impliedauthorization of Congress, his authority is at its maximum, for it includes all that he possesses in
(...continued)11of their communications.  See Am. Compl. ¶¶ 2, 87, 110.  Plaintiffs also allege in passing that theNSA collects telephone “call data,” see id. ¶ 58, but unlike the plaintiffs in the Jewel action do notspecifically raise a cause of action related to that allegation.  See id. Count I (alleging plaintiffs weresubject to electronic surveillance under the FISA); Count II (alleging the contents of plaintiffs’communications were intercepted in violation of the Wiretap Act); Count III (alleging unlawfulaccess to stored communications under 18 U.S.C. § 2701, but not alleged unlawful access to recordsunder 18 U.S.C. § 2703(c)); Count IV (alleging Fourth Amendment seizure of the content ofcommunications).  To the extent plaintiffs’ allegations implicate the alleged collection of telephonecall data, the DNI has also explained that confirmation or denial of whether the NSA has collectedcommunications records would cause exceptionally grave harm to national security.  See Public DNIDecl. ¶ 16.  Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 9

Case3:07-cv-00693-VRW   Document38    Filed10/30/09   Page17 of 32



12345678910111213141516171819202122232425262728

his own right plus all that Congress can delegate.”).  Section 6 of the National Security AgencyAct of 1959, Pub. L. No. 86-36, § 6, 73 Stat. 63, 64 (codified at 50 U.S.C. § 402 note), forecloses“disclosure of the organization or any function of the National Security Agency, of anyinformation with respect to the activities thereof . . . .”  Likewise, Section 102A(i)(1) of theIntelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 10-458, 118 Stat. 3638(Dec. 17, 2004) (codified at 50 U.S.C. § 403-1(i)(1)), requires the Director of NationalIntelligence to protect intelligence sources and methods from unauthorized disclosure.  Theinformation subject to these statutory privileges is coextensive with the assertion of the statesecrets privilege by the DNI and the NSA Director.  See Public DNI Decl. ¶ 10; Public NSADecl. ¶ 23.  Thus, all of the information subject to the DNI’s state secrets privilege assertion isalso subject to statutory protection and should be excluded from further litigation for this reasonas well.   12III. SUMMARY JUDGMENT SHOULD BE ENTERED FOR THE GOVERNMENTBECAUSE THE EVIDENCE NEEDED TO LITIGATE PLAINTIFFS’ STANDINGAND CLAIMS ON THE MERITS IS PROPERLY EXCLUDED BY THE STATESECRETS AND RELATED STATUTORY PRIVILEGES. Once a court has upheld a claim of the state secrets privilege, the evidence andinformation identified in the privilege assertion is “completely removed from the case,” Kasza,133 F.3d at 1166, and the court must undertake a separate inquiry to determine the consequencesof this exclusion on further proceedings.  If the plaintiffs cannot establish their standing as afactual matter without the excluded state secrets, then the privilege assertion (unless preempted)would require dismissal.  See Al-Haramain, 507 F.3d at 1204-05.  Similarly, if the plaintiffscannot make out a prima facie case in support of their claims absent the excluded state secrets,
 Courts have applied the NSA and DNI statutory privileges to protect information12specifically related to whether individuals have been subject to surveillance under the TerroristSurveillance Program.  In People for the American Way Found v. NSA (PFAW), 462 F. Supp. 2d 21(D.D.C. 2006), the court applied Section 6 of the National Security Agency Act to bar disclosureunder FOIA of information related to the operation of the TSP, including whether the plaintiffs inthat case had been subject to TSP surveillance, and recognized as well that this information wouldbe protected by the DNI’s statutory privilege.  See id. at 29, 31 & n.8.  Likewise, in Wilner v. NSA,No. 07 Civ. 3883, 2008 WL 2567765, at **4-5 (S.D. N.Y. June 25, 2008) (appeal pending), the courtapplied Section 6 to bar disclosure of whether the plaintiffs had been subject to TSP surveillance.Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 10
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the court should enter summary judgment for the United States because the evidence needed toadjudicate the merits is unavailable.  See Kasza, 133 F.3d at 1176 (affirming entry of summaryjudgment for the United States on state secrets privilege grounds).  Likewise, “‘if the privilegedeprives the defendant of information that would otherwise give the defendant a valid defense tothe claim, then the court may [also] grant summary judgment to the defendant.’”  Kasza, 133F.3d at 1166 (quoting  Bareford v. General Dynamics Corp., 973 F.2d 1138, 1141 (5th Cir.1992)) (emphasis in original); see also Zuckerbraun v. General Dynamics Corp., 935 F.2d 544,547 (2d Cir. 1991).   As set forth below, the facts needed for plaintiffs to establish standing or13litigate the merits of all their claims against all defendants are subject to the DNI’s privilegeassertion and are unusable in this case.  14

  Courts have also considered the related question of whether the “very subject matter” of13a case is a state secret warranting dismissal as a threshold matter.  See Al-Haramain, 507 F.3d at1197-1201; Kasza, 133 F.3d at 1166 (citing Reynolds, 345 U.S. at 11 n.26).  The Ninth Circuit hasrecognized that “a bright line does not always separate the subject matter of the lawsuit from theinformation necessary to establish a prima facie case,” and that “[i]n some cases, there may be nodividing line.”  Al-Haramain, 507 F.3d at 1201; see also Kasza, 133 F.3d at 1170 (finding that thevery subject matter of the case is a state secrets because “[n]ot only does the state secrets privilegebar [plaintiff] from establishing her prima facie case on any of her eleven claims, but any furtherproceeding in this matter would jeopardize national security”).  At any rate, in some cases “the suititself may not be barred because of its subject matter and yet ultimately, the state secrets privilegemay nonetheless preclude the case from proceeding to the merits.” Al-Haramain, 507 F.3d at 1201. Plaintiffs in this case do not challenge the publicly-acknowledged (now defunct) TSP, but allege thatother activities were authorized after 9/11 and are ongoing.  Because litigation of plaintiffs’ claimswould inherently risk or require the disclosure of privileged intelligence sources and methods,dismissal would be appropriate on the ground that the very subject matter of this case is a statesecret.  To be clear, however, the Government does not seek dismissal merely on this basis, but seekssummary judgment, as permitted by Kasza, on the ground that the Government’s privilege assertionsexclude the very information necessary for plaintiffs to establish their standing or a prima facie case,as well as information relevant to any defense by the defendants.  The Government construes the Amended Complaint to allege official capacity claims only. 14This is because the Amended Complaint does not clearly identify whether particular defendants arebeing sued in their official and/or personal capacity, does not make specific allegations against anyof the defendants in their personal capacity and does not state whether plaintiffs are seeking moneydamages against any of the defendants in their individual capacity.  In any event, the Government’sinstant motion seeks dismissal of all claim against all defendants, regardless of the capacity in whichthey may be sued, on the ground that the information necessary for plaintiffs to establish standingand litigate such claims is properly excluded by the Government’s privilege assertions.Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 11
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A. Plaintiffs Cannot Establish Their Standing Without the Disclosure ofInformation Subject to the DNI’s Privilege Assertion.The fundamental, threshold issue of plaintiffs’ standing to bring this suit cannot beadjudicated without risking or requiring the disclosure of state secrets, and this alone foreclosesthe case from proceeding.  Plaintiffs, of course, bear the burden of establishing their standing andmust, at an “irreducible constitutional minimum,” demonstrate (1) an injury-in-fact, (2) a causalconnection between the injury and the conduct complained of, and (3) a likelihood that the injurywill be redressed by a favorable decision.  Lujan v. Defenders of Wildlife, 504 U.S. 555, 559-60(1992).  In meeting that burden, plaintiffs must demonstrate an actual or imminent—notspeculative or hypothetical—injury that is particularized as to them; they cannot rely on allegedinjuries to unnamed members of a purported class.  See, e.g., Warth v. Seldin, 422 U.S. 490, 502(1975); see also Ellsberg, 709 F.2d at 65.  Moreover, to obtain prospective relief, plaintiffs mustshow that they are currently subject to an alleged activity or otherwise “immediately in danger ofsustaining some direct injury” as the result of the challenged conduct. City of Los Angeles v.Lyons, 461 U.S. 95, 102 (1983).  Plaintiffs cannot rest on general allegations in their AmendedComplaint, but must set forth specific facts that establish their standing to obtain the reliefsought.  See Lewis v. Casey, 518 U.S. 343, 358 (1996) (citing Lujan, 504 U.S. at 561).Here, the DNI has properly asserted privilege over facts essential for plaintiffs to establishtheir standing, and courts have consistently deferred to such determinations and recognized thatdismissal is necessary in these circumstances.  For example, in a case related to this one, Al-Haramain, the Ninth Circuit upheld the Government’s state secrets privilege assertion at theoutset of litigation, before consideration of any particular discovery requests.  Indeed, the Al-Haramain Court considered the privilege assertion despite its conclusion that the case did not fallinto the narrow category of suits that cannot be litigated as a result of the Totten doctrine.  See507 F.3d at 1201-05.  Rather, the Court held that the plaintiffs there—similar to theseplaintiffs—could not establish standing without disclosure of state secrets, and the action wouldtherefore have to be dismissed (unless preempted by the FISA).  See id.Likewise, in Terkel v. AT&T Corp., 441 F. Supp. 2d 899 (N.D. Ill. 2006), the courtdismissed a claim implicated by plaintiffs’ allegations here—whether a telecommunicationsGovernment Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 12
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company assisted the Government in alleged intelligence activities—on the ground that the statesecrets privilege foreclosed plaintiffs from establishing their standing.  See 441 F. Supp. 2d at919-20.  The Sixth Circuit has also rejected standing based on a “well founded belief”—asopposed to actual evidence—that communications were being intercepted under the TSP.  SeeAm. Civil Liberties Union v. NSA, 493 F.3d 644, 656 (6th Cir. 2007) (where states secretsprivilege prevents discovery of evidence of standing, allegations of harm held to be speculativeand insufficient to establish standing); see also id. at 692 (Gibbons, J., concurring) (dismissalrequired where state secrets privilege prevents plaintiffs from establishing whether they weresubject to the TSP); Halkin II, 690 F.2d at 998 (holding that plaintiffs’ inability to adduce proofof actual acquisition of their communications rendered them incapable of making the showingnecessary to establish their standing to seek relief); Ellsberg, 709 F.2d at 51 (holding thatdismissal was warranted where a plaintiff could not, absent recourse to state secrets, establishthat he was actually subject to surveillance); cf. Amnesty Int’l v. McConnell, —F. Supp. 2d—,2009 WL 2569138 (S.D.N.Y. 2009) (granting summary judgment to Government after findingplaintiffs lacked standing to assert pre-enforcement facial challenge to the FISA AmendmentActs of 2008 based on fear of surveillance); PFAW, 462 F. Supp. 2d at 28-32 (barring disclosureunder FOIA of information related to the TSP); Wilner, 2008 WL 2567765, at **4-8 (barringdisclosure under FOIA of whether plaintiffs had been subject to surveillance under the TSP). Similarly, the evidence defendants would need to address or disprove plaintiffs’allegations of standing is also covered by the state secrets privilege assertion—for example,evidence that a particular person’s communications may not have been intercepted.  See Am.Civil Liberties Union, 493 at 692 (Gibbons, J., concurring) (noting that dismissal is requiredwhere the privilege prevents the Government from presenting evidence to refute such anallegation); see also Kasza, 133 F.3d at 1166 (noting that summary judgment is appropriate “‘ifthe privilege deprives the defendant of information that would otherwise give the defendant avalid defense to the claim’”) (quoting Bareford, 973 F.2d at 1141); Halkin I, 598 F.2d at 11(rejecting contention that acquisition of plaintiff’s communication may be presumed from certainfacts because “such a presumption would be unfair to the individual defendants who would have
Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 13
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no way to rebut it”).The Government’s privilege assertion also precludes plaintiffs from establishing standingas to any statutory claim that may survive the Government’s motion to dismiss.  For each causeof action they raise, plaintiffs must establish, as a threshold matter, that they have been“aggrieved”—that is, subject to the alleged action being challenged.   However, because15plaintiffs cannot adduce proof that their communications have been collected by the Government,the most basic element of every statutory cause of action—their standing as “aggrievedpersons”—cannot be established.  It bears emphasis that plaintiffs’ allegation of a “dragnet” ofsurveillance by the NSA—the alleged interception of communication content of millions ofdomestic and international communications made by ordinary Americans, see, e.g., Am. Compl.¶ 2—does not establish their standing.  Even if that bare allegation were sufficient to avoiddismissal on the pleadings,  plaintiffs would be required to demonstrate that they personally16have been subject to the alleged communications dragnet, and the information relevant to doingso is properly protected by the state secrets privilege.  That is, plaintiffs cannot establish theexistence of their alleged content dragnet (previously denied by the Government, see Hepting,
   With respect to plaintiffs’ claim for damages under 50 U.S.C. § 1810, the term “aggrieved15person” under the FISA is “coextensive [with], but no broader than, those persons who have standingto raise claims under the Fourth Amendment with respect to electronic surveillance,” H.R. REP. NO.95-1283 at 66 (1978); see Rakas v. Illinois, 439 U.S. 128, 132 n.2 (1978) (noting that a party raisinga Fourth Amendment claim “must allege such a personal stake or interest in the outcome of thecontroversy as to assure the concrete adverseness which Art. III requires”).  Similarly, under theWiretap Act, 18 U.S. C. § 2510, civil actions may be brought only by a “person whose . . .communication is intercepted, disclosed, or intentionally used.”  18 U.S.C. § 2520(a).  The StoredCommunication Act likewise limits its civil remedies to “person[s] aggrieved” under the statute, id.§ 2707(a); see id. 2711(1) (adopting Section 2510(11) definition of “aggrieved person” as one “whowas a party to any intercepted . . . communication” or “a person against whom the interception wasdirected”).  Each of these provision reflects the fundamental point that only persons who canestablish factually that their own rights were injured by the actual interception or disclosure of theirown communications have Article III standing to proceed. The Court could find that plaintiffs’ allegations of injury are too speculative and16conjectural  to satisfy Article III standing requirements at the pleading stage.  Plaintiffs are merelyspeculating that the alleged dragnet surveillance exists and encompasses their communications.   Asset forth herein, plaintiffs’ standing could never be confirmed or denied as a factual matter in lightof the Government’s privilege assertion, and that forecloses further proceedings even if plaintiffshave sufficiently alleged an injury. Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 14
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439 F. Supp. 2d at 996), or, critically for the statutory cause of action, its application to thempersonally, without risking or requiring disclosure of NSA intelligence sources and methods.  Forthis reason, plaintiffs cannot sustain their burden of showing that such a program exists, muchless satisfy their burden of establishing standing by showing that their communications werecollected under such an alleged program, and their action must be dismissed for failing to meetthe constitutional and statutory standing requirements.Finally, to the extent implicated by their allegations, plaintiffs could not establishstanding as to whether their telephone “call data” was collected as part of (or apart from) thealleged communications dragnet.  As this Court noted in Hepting, “the government has neitherconfirmed nor denied whether it monitors communication records and has never publiclydisclosed whether [such a program] actually exists,” see 439 F. Supp. 2d  at 997, and the Courtfurther recognized, in barring discovery on this claim in Hepting, that: Revealing that a communication records program exists mightencourage that terrorist to switch to less efficient but lessdetectable forms of communication.  And revealing that such aprogram does not exist might encourage a terrorist to use AT&Tservices when he would not have done so otherwise.  Id.; accord, Terkel, 441 F. Supp. 2d at 917.  The Government’s privilege assertion as to thisallegation again demonstrates the exceptional harm to national security that would result fromany further proceedings on this allegation.  For this reason, plaintiffs cannot sustain their burdenof showing that such a program exists, nor establish standing by showing that their telephonerecords were collected under such an alleged program.B. The Disclosure of Privileged Information Would Also Be At Risk orRequired to Adjudicate Plaintiffs’ Claims on the Merits. Beyond the fact that plaintiffs cannot establish standing without resort to privilegedinformation, information subject to the Government’s state secrets and statutory privilegeassertions would be required to litigate plaintiffs’ claims on the merits.  For example, plaintiffs’claim that they were subject to a “dragnet” of content surveillance would require proof not onlyof an alleged interception of their communications, but that any such interception met the highlyspecific definition of “electronic surveillance” under the FISA, which includes, among otherthings, that a communication be intercepted on a wire inside the United States.  See 50 U.S.C. Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 15
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§ 1809; id. § 1801(f).  This would require disclosure of specific facts concerning where and howany communications were intercepted (if any)—information that would reveal preciseintelligence sources and methods through which content may, or may not, be captured by theGovernment.  Another element of plaintiffs’ FISA claim would require proof that theGovernment intentionally disclosed or used information obtained under color of law byelectronic surveillance, knowing or having reason to know the information was obtained throughunauthorized electronic surveillance.  See 50 U.S.C. § 1809.  Thus, assuming the content of theircommunications had been intercepted at all, plaintiffs still would have to show an intentionaldisclosure or use of that information to support this aspect of their FISA claim—information that,again, would either reveal the existence of foreign intelligence interest in plaintiffs or theircommunicants or, conversely, the lack thereof.  In either case, the result would be the disclosureof information revealing the scope of NSA intelligence sources, methods and activities and theattendant risk of exceptionally grave harm to national security, against which the state secretsprivilege guards.Likewise, plaintiffs’ Wiretap Act claim would require proof that one of plaintiffs’ wire orelectronic communications, as defined in the Act, see 18 U.S.C. § 2510 (1), (12), had beenintercepted—information that would reveal particular intelligence methods were or were not usedto target plaintiffs’ communications.  If such an interception had occurred, plaintiffs must thenshow that the content of their communications, defined to mean the “substance, meaning orpurport” of the communication, see 18 U.S.C. § 2510(8), was knowingly disclosed and used inviolation of the Act, see 18 U.S.C. § 2511(1)(c), (d).  Again, this they cannot do without thedisclosure of intelligence sources, methods and activities properly subject to the state secretsprivilege.Similarly, plaintiffs’ claim under Stored Communications Act would require proof thattheir “electronic communications” were intentionally accessed in electronic storage, see 18U.S.C. § 2701, which again would require or risk disclosure of intelligence sources, methods andactivities regarding whether or not, or when and how, the content of plaintiffs’ wire or electroniccommunications were obtained by the Government.
Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 16
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To the extent plaintiffs have raised a Fourth Amendment claim, litigation of that matterwould put at issue not only whether their individual communications were collected, but whetherthere existed a reasonable basis for the particular search or seizure, whether exigentcircumstances warranted any action at issue, and what specific information was actuallyobtained, viewed, used, or disclosed by the Government.  Such Fourth Amendment claimsrequire fact-specific determinations, including whether a search was undertaken, under whatauthority, whether it violated an expectation of privacy, and why the Government may haveacted.  See, e.g., O’Connor v. Ortega, 480 U.S. 709, 718 (1987) (noting that “‘what is reasonabledepends on the context within which a search takes place’”) (quoting New Jersey v. T.L.O., 469U.S. 325, 337 (1985)).  Addressing or attempting to refute plaintiffs’ Fourth Amendment claimwould thus require the Government to disclose intelligence sources and methods, or the lackthereof—the very information protected by the Government’s privilege assertions.  See, e.g.,Kasza, 133 F.3d at 1166.  17In addition, as to all of the foregoing claims, to the extent that plaintiffs allege theparticipation of telecommunications carriers, they again would have to obtain confirmation ordenial as to whether any telecommunications company participated in the alleged activity, as wellas where, how, and to what extent they were involved, to determine if any such participationimplicated plaintiffs’ communications.  The DNI has set forth a more than reasonable basis toconclude that exceptionally grave harm to national security would result from the disclosure ofwhether the NSA has worked with any telecommunications carrier in conjunction with the
  There may be no Fourth Amendment issue at all if the Government only obtained non-17content information.  See, e.g., Smith v. Maryland, 442 U.S. 735, 742-46 (1979) (holding thatindividuals have no legitimate expectation of privacy in the numbers they dial on the telephone andpen register search of such information does not constitute a search for Fourth Amendmentpurposes); United States v. Forrester, 512 F.3d 500, 510 (9th Cir. 2007) (“[E]-mail and Internetusers have no expectation of privacy in the to/from addresses of their messages or the IP addressesof the websites they visit because they should know that this information is provided to and used byInternet service providers for the specific purpose of directing the routing of information.” ).  In anyevent, to the extent plaintiffs’ Amended Complaint places the alleged collection of telephone calldata at issue, litigation of any such claim would require confirmation or denial of that alleged activityand, if it did exist, whether it applied in particular to plaintiffs’ records—again revealing informationprotected by the Government’s privilege assertions. Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 17
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alleged activities.  Public DNI Decl. ¶¶ 14, 16-17.  Indeed, this Court previously has observedthat it is not in a position to second-guess the DNI’s judgment regarding a terrorist’s riskpreferences for picking a communications carrier, and thus the need to invoke the state secretsprivilege—a judgment that might depend on an array of facts not before the Court.   See18Hepting, 439 F. Supp. 2d at 990, 997.To the extent plaintiffs’ claims allege the cooperation of telecommunications companiesin any supposed intelligence activities, see Am. Compl. ¶¶ 5-8, such assertions are also squarelyforeclosed by the Totten doctrine.  The Supreme Court explicitly has stated that litigation riskingthe disclosure of an espionage relationship is barred per se: “The possibility that a suit mayproceed and an espionage relationship may be revealed . . . is unacceptable: ‘Even a small chancethat some court will order disclosure of a source’s identity could well impair intelligencegathering and cause sources to “close up like a clam.”’”  Tenet v. Doe, 544 U.S. 1, 11 (2005)(quoting Sims, 471 U.S. at 175); see Totten, 92 U.S. at 106-07; see also Terkel, 441 F. Supp. 2dat 917 (upholding privilege assertion with respect to similar claim).   Plaintiffs’ allegations, to19the extent they implicate any alleged relationship between the NSA and telecommunications
  The DNI is not alone in recognizing the exceptionally grave harm that might result from18disclosing an intelligence agencies cooperative relationships, if any.  In enacting the FISA ActAmendments Act of 2008, the Senate Select Committee on Intelligence (“SSCI”) found that the“details of the President’s program are highly classified” and that, as with other intelligence matters,the identities of persons or entities who provide assistance to the U.S. Government are protected asvital sources and methods of intelligence.”  See S. REP. 110-209 (2007) (Dkt. 469-2, Ex.1 at 10 inMDL 06-cv-1791-VRW).  Notably, the SSCI expressly stated that “[i]t would be inappropriate todisclose the names of the electronic communication service providers from which assistance wassought, the activities in which the Government was engaged or in which providers assisted, or thedetails regarding any such assistance,” because “identities of persons or entities who provideassistance to the intelligence community are properly protected as sources and methods ofintelligence.”  Id.   A panel of the Ninth Circuit construed the Totten bar narrowly in Mohamed v. Jeppesen19Dataplan, Inc., 579 F.3d 943 (9th Cir. amended Aug. 31, 2009).  On October 27, 2009, the NinthCircuit ordered Jeppesen to be reheard en banc.  See Mohamed v. Jeppesen Dataplan, Inc., No. 08-15693 (9th Cir. Oct. 27, 2009) (Dkt. 7109126).  Given that order, the panel’s Jeppesen decision isnot precedent to this or any other court of the Ninth Circuit.  Id.; Ninth Cir. R. 35-3 advisorycommittee’s note; Ninth Cir. Gen. Order 5.5(d). 

Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 18
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companies, must be dismissed for this independent reason as well.Adjudication of the merits would require disclosure of whether any of the allegedactivities, if they exist, are ongoing, or occurred only during certain periods, or were authorizedat some point by statute or court order.  Disclosure of such information would be relevant notonly to the question whether any prospective relief is appropriate, but also whether plaintiffs mayseek damages for any past alleged violation.  In either case, such disclosures again would reveal arange of facts concerning whether, when, how, why, and under what authority the NSA may haveutilized certain intelligence sources and methods—information that is subject to theGovernment’s privilege assertion and cannot be disclosed without risking exceptionally graveharm to national security.The law is clear that dismissal of an action based on an assertion of the state secretsprivilege is required where adjudication of the claims would risk disclosing informationprotected by the privilege.  This result is necessary when the Government’s privilege assertionprotects from disclosure facts concerning intelligence sources and methods that are central notonly to standing but to plaintiffs’ ability to establish a prima facie case, such as the thresholdquestions here whether or not the NSA used alleged sources or methods to collect the content oftheir communications or received assistance from telecommunications carriers.  Thus, in Kaszav. Browner, supra, the Ninth Circuit rejected an approach that would have litigation continue inthe face of a proper privilege assertion, without requiring the Government, for example, to waitfor plaintiffs’ discovery requests and assert the privilege for each one.  The Court concluded thatthe responsible official could not “reasonably be expected personally to explain why each item ofinformation arguably responsive to a discovery request affects the national interest.”  Kasza, 133F.3d at 1169.  Rather, the court in Kasza affirmed summary judgment for the Government whenit was apparent that the information necessary for plaintiffs to establish their prima facie case orfor the Government to defend was properly protected by the state secrets privilege.  See alsoZuckerbraun, 935 F.2d at 545 (“[T]he government properly invoked the state secrets privilegeand thereby prevented [the plaintiff from] establish[ing] a prima facie case.”); id. at 547(“[D]ismissal [under such circumstances] is probably most appropriate under Rule 56 on the
Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 19
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ground that plaintiff, who bears the burden of proof, lacks sufficient evidence to carry thatburden.”); Fitzgerald v. Penthouse Int’l Ltd., 776 F.2d 1236, 1241-42 (4th Cir. 1985) (“[I]n somecircumstances sensitive military secrets will be so central to the subject matter of the litigationthat any attempt to proceed will threaten disclosure of the privileged matters.”); FarnsworthCannon, Inc. v. Grimes, 635 F.2d 268, 281 (4th Cir. 1980) (en banc) (“It is evident that anyattempt on the part of the plaintiff to establish a prima facie case would so threaten disclosure ofstate secrets that the overriding interest of the United States and the preservation of its statesecrets precludes any further attempt to pursue this litigation.”).As in Kasza, it is apparent in this case that plaintiffs cannot establish a prima facie casewithout risking or requiring the disclosure of information protected by the state secrets privilegeassertion.  In response to the Government’s prior motion in this case, plaintiffs submitted anaffidavit pursuant to Rule 56(f) of the Federal Rules of Civil Procedure (see Declaration of IlannM. Maazel pursuant to Rule 56(f), Dkt. 12) (“Maazel Decl.”), which establishes that the evidencesought in discovery by plaintiffs falls squarely within the Government’s privilege assertion.  20Plaintiffs seek “discovery on telecommunications carriers . . . seeking information on theinterception and disclosure of plantiffs’ communications to the Government.”  Maazel Decl. ¶ 5;see also id. ¶ 9 (seeking “the facts of the telecommunications carriers’ interception of plaintiffs’communications for the Government”); ¶ 10 (seeking “the facts of telecommunications carriers’disclosure of plaintiffs’ communications to the Government”); ¶ 14 (seeking to take depositionsof telecommunication company executives regarding alleged interception).   Other discoverysought by plaintiffs likewise is plainly intended to uncover information concerning the scope andother details of the alleged intelligence activities.  See Maazel Decl. ¶¶ 7, 8 (seeking to propound
  The evidence sought by plaintiffs here is substantially the same as sought by plaintiffs in20the Jewel action (see Declaration of Cindy Cohn Pursuant to Fed. R. Civ. P. 56(f), Dkt. 30 in No.08-cv-4373-VRW), and also incorporates discovery requests propounded by plaintiffs in thetelecommunications carrier litigation (see Declaration of Candace J. Morey, Dkt. 316 in MDL 06-cv-1791-VRW).  The similarity of proposed discovery requests among these various actions is notsurprising because, as noted throughout this submission, the different plaintiffs’ ability todemonstrate their standing or prima facie cases depends on the same core allegations—all of whichsquarely implicate information protected by the state secrets privilege. Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 20
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discovery to determine the scope and existence of the alleged “content monitoring program”);21id. ¶ 11 (seeking “information on [telecommunications carriers’] network architecture and themanner in which they intercept plaintiffs’ communications”); id. ¶ 13 (seeking “disclos[ure]” of“aspects of the spying program” from “government employees”).  It should be readily apparent, therefore, that plaintiffs, in an attempt to prove their case,seek discovery of the very sources and methods of intelligence collection that the Government’sprivilege assertion seeks to protect, including with respect to the alleged role oftelecommunications companies in alleged intelligence activities.  See Public DNI Decl. ¶¶ 14,16-17; Public NSA Decl. ¶ 21.  There is nothing hypothetical about the role that privilegedevidence will play in this litigation—plaintiffs have provided a detailed roadmap of thatevidence—and, thus, there is nothing that should foreclose a determination now that the factscentral to the resolution of this case have been properly protected by the state secrets privilege inorder to prevent harm to national security.  It should also be clear that defending against thedistinct factual allegation at issue here is impossible without compromising information subjectto the privilege assertions.  In these circumstances, consistent with both Al-Haramain, see supraPart III.A, and Kasza, the case cannot proceed.22Indeed, this case is in essentially the same posture as the Frost litigation, in which theKasza Circuit ultimately upheld summary judgment at the same stage of the proceedings.  Kasza,133 F.3d at 1159.  According to published decisions in that case, the Frost plaintiffs firstpropounded an interrogatory to the Government seeking the identity of a classified governmentfacility, which was met by the Government’s assertion of the state secrets privilege.  Frost v.
  Plaintiffs also seek to obtain discovery from “confidential sources” quoted in news reports21describing the alleged surveillance in order “to overcome any possible hearsay objections.”  MaazelDecl. ¶ 12.    Nor should the Court allow any attempt by plaintiffs to present non-privileged evidence22before determining that summary judgment is appropriate.  There simply are no non-privileged factsat issue here.  Plaintiffs cannot make out a prima facie case based solely on their speculation frompublic information.  And it is apparent from the Maazel Declaration that plaintiffs ultimately cannotdemonstrate their standing or entitlement to relief without establishing facts directly at issue in theprivilege assertion itself. Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 21
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Perry (Frost I), 161 F.R.D. 434 (D. Nev. 1995).  The district court held in May 1995 that theGovernment could not be compelled to answer this interrogatory in the face of this broad, properinvocation of the privilege.  Id. at 436-37.  Then, one month later, the Government moved forsummary judgment, which was briefed by the parties.  Frost v. Perry (Frost II), 919 F. Supp.1459, 1462 (D. Nev. 1996).  In response, the plaintiffs submitted an affidavit from counsel “tocounter the Defendants’ assertions that they cannot establish a prima facie case,” id. at 1467,which cited photographs and two under seal declarations offered by the plaintiffs, see id. Plaintiffs also brought various motions to compel discovery they sought.  See id. at 1465-66. These efforts to defeat the Government’s privilege assertion were rejected by the district court;rather, the state secrets privilege was upheld and summary judgment entered for the Governmentbefore any discovery was produced.   23Thus, Frost and Kasza require disposition of the Government’s motion for summaryjudgment where it is apparent that privileged evidence is essential to litigate the case (indeed, forboth sides) and that the evidence has been properly protected by the privilege assertion.  Thoseare the circumstances now before this Court, and summary judgment is likewise appropriate here.IV. LITIGATION OF PLAINTIFFS’ CLAIMS CANNOT PROCEED UNDER THEFISAFinally, as noted above, the Government reserves its position that the state secretsprivilege is not preempted by Section 1806(f) of the FISA.  We recognize the Court hasaddressed this issue in the Al-Haramain action and, thus, the Government will not brief thematter again at length here, but incorporates by reference its prior detailed discussion of theissue.  (See Memorandum of Points and Authorities in Support of Defendants’ Second Motion toDismiss or for Summary Judgment, Dkt. 17 at 12-24 in No. 07-cv-109-VRW; see alsoDefendants’ Reply in Support of Defendants’ Second Motion to Dismiss or for SummaryJudgment, Dkt. 29 at 8-24 in No. 07-cv-109-VRW; Government Defendants’ Response to
  Plaintiffs here, like the plaintiffs in the Jewel action, have relied on the panel opinion in23Mohamed v. Jeppesen Dataplan, Inc., 579 F.3d 943 (9th Cir. amended Aug. 31, 2009), in assertingthat dismissal or summary judgment is not appropriate at this juncture.  (See, e.g., Dkt. 25 at 1).  Inlight of the Ninth Circuit’s decision to rehear that case en banc, however, Jeppesen is not precedentin this or any other district court.  See supra n.19. Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 22
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Plaintiffs’ Supplemental Brief, Dkt. 46 in No. 08-cv-4373-VRW (addressing claim of FISApreemption of non-FISA claims)).  In sum, we simply reiterate our position that the state secretsprivilege, which is rooted in the constitutional authority of the President as well as the commonlaw, cannot be preempted absent an unmistakably clear directive by Congress that it intended todo so.  Nothing in the text or legislative history of the FISA says anything about preempting thestate secrets privilege—let alone reflects a clear and unambiguous intention to do so.  24CONCLUSIONFor the foregoing reasons, the Court should dismiss plaintiffs’ statutory claims for lack ofjurisdiction, uphold the Government’s privilege assertions, and enter summary judgment for theGovernment Defendants as to all defendants and all claims.
Date: October 30, 2009 Respectfully Submitted,BETH S. BRINKMANNDeputy Assistant Attorney GeneralDOUGLAS N. LETTERTerrorism Litigation CounselJOSEPH H. HUNTDirector, Federal Programs BranchVINCENT M. GARVEYDeputy Branch Director

  As in other cases in which the FISA preemption issue has arisen, the Court should not take24any action that could risk or require disclosure of the privileged information at issue, and thus negateor moot the Government’s privilege assertion through the use of Section 1806(f) procedures priorto an opportunity for appellate review.   Government Defendants’ Renewed Motion to Dismiss and for Summary JudgmentVirginia Shubert et al. v. United States of America et al. (No. 07-cv-00693-VRW; MDL 06-cv-1791-VRW) 23
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